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Abstract Why was the $6 billion FAA air traffic control project scrapped? How 
could the 1977 New York City blackout occur? Why do large-scale engineering 
systems or technology projects fail? How do engineering changes and errors prop-
agate, and how is that related to epidemics and earthquakes? In this chapter, we 
demonstrate how the emerging science of complex networks provides answers to 
these intriguing questions.

Keywords Complex engineering networks · Error and failure propagation ·  
Robustness and fragility

8.1  Introduction: The Road to Networks in Engineering 
Design

There are two critical questions in design theory: the characterization of design 
forms, and the design processes used to create them. These issues were studied 
over the years by the design theory and methodology community who developed 
theoretical and algorithmic frameworks for engineering design (Braha et al. 2013). 
One of the earliest design theories was called the Formal Design Theory (FDT, 
see Maimon and Braha 1996; Braha and Maimon 1998; Braha and Reich 2003; 

D. Braha (*) 
New England Complex Systems Institute, Cambridge, MA, USA
e-mail: braha@necsi.edu

This chapter is based on keynote lectures delivered on August 6, 2013, at the 39th Design 
Automation Conference in Portland, Oregon, and on October 12, 2009, at the 11th International 
DSM Conference in Greenville, South Carolina.



130 D. Braha

Braha and Maimon 2013). According to FDT, the first question was addressed by 
introducing algebra for design representation, which is based on three constructs: 
‘modules’, ‘relationships’, and the rules of combining them to create complex 
design representations (akin to a network representation of ‘nodes’ and ‘links’). 
The second question was addressed by establishing an analogy between the design 
process and biological evolution. According to this approach, evolving design 
solutions ‘adapt’ to design specifications, which in turn evolve based on new 
information generated by emerging design solutions. Mathematically, this evolv-
ing coupled process of specification refinement and design solution generation 
was cast in the framework of general topology, logic and finite automata, infor-
mation theory, adaptive learning, constraint-based design, and geometric reason-
ing. This theory was put to practical use by developing effective knowledge-based 
design systems with applications to a wide variety of engineering domains (Braha 
and Maimon 2013). The question of quantifying the complexity of engineering 
design was addressed by FDT utilizing the ‘module-relationship’ representation of 
design combined with information-theoretic methods and computational complex-
ity analysis to measure the amount of information and inherent difficulty embed-
ded in design products and design processes (Maimon and Braha 1996; Braha and 
Maimon 1998, 2013).

While the efforts leading to the formation of a formal design theory were off to 
a good start, the theory dealt mostly with design processes from the perspective of 
a single designer. Large-scale product design and development is often a distrib-
uted process, which involves an intricate set of interconnected tasks carried out by 
hundreds of designers (see Fig. 8.1), and is fundamental to the creation of com-
plex man-made systems (Yassine et al. 2003; Yassine and Braha 2003; Braha and 
Bar-Yam 2004a, b; Braha et al. 2006; Braha and Bar-Yam 2007). This complex 
network of interactions and coupling is at the heart of large-scale project failures 
as well as of large-scale engineering and software system failures (see Table 8.1). 
A new approach, which takes into account the complex interdependencies char-
acterizing product design and development, is needed in order to understand the 
relationship between network architectures (topologies) and network dynamics—
a critical step towards the management of complex design products and projects, 
and the prevention of engineering failures.

This chapter presents recent discoveries related to the structure and dynam-
ics of complex product design and development networks (Braha 2003; Braha 
and Bar-Yam 2004a, b; Braha and Bar-Yam 2007). Social networks analysis and 
complex networks theory are applied to analyse the statistical properties of very 
large-scale design products and engineering products and projects, which are rep-
resented as networks of ‘nodes’ that are connected by ‘links’. The nodes could 
represent people, tasks, subroutines, or logic gates, which communicate via links 
representing engineering change orders, parameters, specifications, or signals. 
The findings to be presented are grounded in empirical observations of very large 
design systems, including forward logic chips with 23,843 logic gates and 33,661 
signal links, open-source software systems with 5420 subroutines and 11,460  
calling relationships among subroutines, or a product development process with 
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Fig. 8.1  Complex product design and development networks. a Network of information flows 
between main tasks of a vehicle large-scale design (Braha and Bar-Yam 2004a, b, 2007). This 
task network consists of 417 directed information flows between 120 development tasks. Each 
task is assigned to one or more actors (design teams, engineers, or scientists) who are responsible 
for it. Here, the information links are directed—each task consumes information from others and 
 generates information to others. b Open-source software system (Braha and Bar-Yam 2007, Online 
 Supplements). The software system network was generated from the call graphs of the Linux oper-
ating system kernel (version 2.4.19). A call graph is a directed graph that represents calling rela-
tionship among subroutines. This software network consists of 11,460 directed information flows 
between 5420 subroutines. In both networks, the degree of a node (i.e. the number of nodes  adjacent 
to a node) is represented by the size of the node. The design networks were visualized using Gephi 
0.8.2. c Linux kernel development: size of source code. The Linux kernel keeps growing in size 
over time as more hardware is supported and new features are added (Kroah-Hartman et al. 2009). 
Software size is measured as lines of code. Each data point represents a different Linux version 
(beginning with version 2.6.11 and ending with version 2.6.30; see Kroah-Hartman et al. 2009).  
d Linux kernel development: the number of different developers. The number of Linux developers 
(and likely interaction among them) shows an increasing trend over the different Linux kernel versions
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889 tasks and 8,178 information flows. The study of such engineering and soft-
ware networks has led to many surprising results. It is shown that these networks 
have structural (architectural) properties that are like those of other biological, 
social, and technological networks. The dynamics of engineering and software 
networks can be understood to be due to processes propagating through the net-
work of connections, including the propagation of changes, errors, and defects in 
complex product design and development projects. This interplay between struc-
ture and dynamics is illustrated by presenting a generic model of error dynamics 
 embodying interactions through the network. Remarkably, it is shown that the 
reported network structural properties provide key information about the charac-
teristics of error and defect propagation, both whether and how rapidly it occurs. 
Moreover, these architectural properties are shown to have implications for the 
functional utility of engineering systems including their sensitivity and robustness 
(error  tolerance) properties.

8.2  The Universality of Complex Networks

Networks have become a standard model for a wealth of complex systems, from 
physics to social sciences to biology (Albert and Barabási 2002; Boccaletti et al. 
2006). A large body of work has investigated topological properties (Albert and 
Barabási 2002) including changes due to node removal (Albert et al. 2000; Cohen 
et al. 2000; Buldyrev et al. 2010). The main objective, though, of complex network 

Table 8.1  Large-scale product design and project failures

System Failure

Columbia Space Shuttle, 2003 Damage to thermal protection tiles, leading 
to left wing structural failure

The New York blackout of 1977 Multiple lightning strikes at Buchanan South 
substation, tripping two circuit breakers

Mars Climate Orbiters, 1999 Mixture of pounds and kilograms, leading 
to the failure of the software controlling the 
orbiter’s thrusters

Pentium II and Pentium Pro FPU bug, 1994 Incomplete entries in a look-up table used by 
the floating-point division circuitry, return-
ing incorrect decimal results

Gulf of Mexico oil spill, 2010 Sea-floor oil gusher followed by the explosion 
and sinking of the Deepwater Horizon oil rig

US Federal Aviation Administration  
Advanced Automation System, 1982–1994

Project was abandoned in 1994 with an 
estimated cost of $6B

London Stock Exchange Taurus Paperless Stock 
Trading System, 1990–1993

Project was abandoned in 1993 with an 
estimated cost of $600 M

US Air Force Advanced Logistics System, 
1968–1975

Project was abandoned in 1975 with an 
estimated cost of $250 M
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studies is to understand the relationship between structure and dynamics (Barrat 
et al. 2008)—from disease spreading and social influence (Pastor-Satorras and 
Vespignani 2001; Barahona and Pecora 2002; Laguna et al. 2003; Moreno et al. 
2004) to search (Guimerà and Diaz-Guilera 2002) and time-dependent networks 
(Braha and Bar‐Yam 2006; Hill and Braha 2010). Complex networks theory has 
also contributed to organizational, managerial, and engineering environments, 
where new theoretical approaches and useful insights from application to real data 
have been obtained (Braha and Bar-Yam 2004a, b; Braha and Bar-Yam 2007). 
Most importantly, these structural patterns and dynamical properties were found 
to be universal—that is, the same or very similar in a wide variety of complex 
systems (see Fig. 8.2). Basic definitions and notations of networks pertinent to 
this chapter are described in the Appendix. (The reader is recommended to read it 
first.)

Of particular interest are scale-free networks where the degree (i.e. the num-
ber of nodes adjacent to a node) is distributed according to a power law or a long 
right tail distribution (see Appendix). Such networks have characteristic structural 
features like ‘hubs’, highly connected nodes (Albert and Barabási 2002), features 
which cause them to exhibit super-robustness against failures (Albert et al. 2000; 
Cohen et al. 2000; Buldyrev et al. 2010) on the one hand and super-vulnerabil-
ity to deliberate attacks and epidemic spreading (Pastor-Satorras and Vespignani 
2001; Barahona and Pecora 2002; Laguna et al. 2003; Moreno et al. 2004) on the 
other. Here, we find that the framework of complex networks, mainly applied to 
natural, social, and biological systems, can be usefully applied and extended to 
understand the relationship between the structure and dynamics of large-scale 
engineering and product design and development networks.

Regular networks, where all the degrees of all the nodes are equal (such as 
circles, grids, and fully connected graphs), have been traditionally employed in 
modelling physical systems of atoms (Strogatz 2001). On the other hand, many 
‘real-world’ social, biological, and technological networks appear more random 
than regular (Albert and Barabási 2002; Boccaletti et al. 2006). With the scarcity 
of large-scale empirical data on one hand and the lack of computing power on the 
other hand, scientists have been led to model real-world networks as completely 
random graphs using the probabilistic graph models of Erdős and Rényi (1959).

Fig. 8.2  The universality of complex networks. Network patterns are found to be the same in 
a wide variety of technological, biological, and social systems. This chapter demonstrates that 
engineering design networks can be put in the same class as complex networks in other domains
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In their seminal paper on random graphs, Erdős and Rényi (1959) considered a 
model where N nodes are randomly connected with probability p. In this model, 
the average degree of the nodes in the network is �k� ∼= pN, and a Poisson dis-
tribution approximates the distribution of the nodal degree. In a Poisson random 
network, the probability of nodes with at least k edges decays rapidly for large val-
ues of k. Consequently, a typical Poisson random network is rather homogenous, 
where most of the nodal degrees are concentrated around the mean. In particular, 
the average distance between any pair of nodes (the ‘characteristic path length’, 
see Appendix) scales with the number of nodes as drandom ∼ ln(N)/ln(�k�). This 
feature of having a relatively short path between any two nodes, despite the often 
large graph size, is known as the small-world effect. In a Poisson random graph, 
the clustering coefficient (see Appendix) is Crandom = p ∼= �k�/N. Thus, while the 
average distance between any pair of nodes grows only logarithmically with N, the 
Poisson random graph is poorly clustered.

Regular networks and random graphs serve as useful models for complex sys-
tems; yet, many real networks are neither completely ordered nor completely 
random. It has been found that social, technological, and biological networks are 
much more highly clustered than a random graph with the same number of nodes 
and edges (i.e. Creal ≫ Crandom), while the characteristic path length dreal is close 
to the theoretically minimum distance obtained for a random graph with the same 
average connectivity (Albert and Barabási 2002; Boccaletti et al. 2006). Small-
world networks are a class of graphs that are highly clustered like regular graphs 
(Creal ≫ Crandom), but with a small characteristic path length like a random graph 
(dreal ≈ drandom). Many real-world complex systems have been shown to be small-
world networks, including power-line grids, neuronal networks, social networks, 
the World Wide Web, the Internet, food webs, and chemical reaction networks.

Another important characteristic of real-world networks is related to their node 
degree distribution (see Appendix). Unlike the bell-shaped Poisson distribution of 
random graphs, the degree distribution of many real-world networks has been doc-
umented to follow a power law:

where p(k) is the probability that a node has k edges (or neighbours). Networks 
with power law distributions are often referred to as scale-free networks (Albert 
and Barabási 2002; Boccaletti et al. 2006). A power law distribution is an exam-
ple of an uneven node degree distribution, which is characterized by a long right 
tail—some nodes are very highly connected (‘hubs’), while most have small 
degrees. These heavy-tailed distributions are characterized by ‘wild’ variability and 
right skewness of the connectivity distributions. The term ‘wild’ variability means 
that the second moment 〈k2〉 (equivalently the variance) of the degree distributions 
is extremely large (and sometimes diverges) relative to the average degree of the 
nodes in the network. This is in contrast to the fast decaying tail of a Poisson dis-
tribution, which results in a small second moment or variance. Power law distri-
butions of both the in-degree and out-degree of a node have also been observed 
in a variety of directed real-world networks (Albert and Barabási 2002; Boccaletti 

(8.1)p(k) ∼ k−γ
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et al. 2006) including the World Wide Web, metabolic networks, networks of cita-
tions of scientific papers, and telephone call graphs. Although scale-free networks 
are prevalent, the power law distribution is not universal. Empirical work shows 
that the node degree distribution of a variety of real networks often has a scale-free 

regime with an exponential cut-off, i.e. p(k) ∼ k−γ e
−

(

k
k∗

)

, where the parameter k∗ 
is the cut-off of the degree distribution (Erdős and Rényi 1959). The existence of 
a cut-off has been attributed to physical costs of adding links or limited capacity 
of a vertex (Amaral and Scala 2000). In some networks, the power law regime is 
not even present and the node degree distribution is characterized by a distribution 
with a fast decaying tail. Moreover, studies of the dynamics of link utilization in 
complex networks offer a radical alternative to the static-based view of complex 
networks (Braha and Bar‐Yam 2006; Hill and Braha 2010). In such time-dependent 
networks, there is hardly any continuity in degree centrality of nodes over time (i.e. 
hubs rarely stay hubs for any length of time), even though cross-sectional snapshots 
are scale-free networks.

8.3  Complex Engineering Networks: Structural Properties

The goal of the present section is to investigate the statistical properties of large-
scale engineering systems with emphasis on distributed product design and devel-
opment networks. We show that large-scale engineering networks, although of a 
different nature, have general properties that are shared by other social, techno-
logical, and biological networks. First, it is found that complex engineering net-
works are highly sparse; that is, they have only a small fraction of the possible 
number of links (i.e. have low density; see Appendix). The low sparseness of engi-
neering networks (see Table 8.2) implies that the functionality of these networks  
(e.g. effective information flow between designers) is not related to the sheer 

Table 8.2  Density of real-world engineering networks. Complex engineering networks are 
highly sparse

Network Type # Nodes # Links Density

Open-source software Linux kernel Directed 5420 11,460 3.9× 10−4

MySQL Directed 1501 4245 19× 10−4

Forward logic chip s38417 electronic circuit Directed 23,843 33,661 5.9× 10−5

s38584 electronic circuit Directed 20,717 34,204 7.9× 10−5

Product development Vehicle Directed 120 417 2.9× 10−2

Operating software Directed 466 1245 5.7× 10−3

Pharma facility Directed 582 4123 1.2× 10−2

16 Story hospital facility Directed 889 8178 10−2

Technological Internet Undirected 10,697 31,992 2.8× 10−4

Power grid Undirected 4941 6594 2.7× 10−4
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number of information links in the system but to the way those information flows 
are patterned in the network. We will substantiate this observation more formally 
in Sect. 8.4. Moreover, complex engineering networks are ‘small-world’ networks; 
that is, despite being primarily locally connected and modular, such engineer-
ing networks exhibit short average path lengths between any two nodes. This is 
shown in Table 8.3 where we compare the clustering coefficients and character-
istic path lengths of the real engineering networks with the corresponding char-
acteristics computed from a random ensemble of random graphs with the same 
number of nodes and links. We see that the clustering coefficients of the real 
networks are much higher than the clustering coefficients of the random graphs 
(Creal ≫ Crandom), but with similar characteristic path lengths (dreal ≈ drandom).  
A high clustering coefficient is consistent with a modular organization, that is 
the organization of the system (project or product design) in clusters that contain 
most, if not all, of the interactions internally, while minimizing the interactions 
or links between separate clusters. However, while ‘modularity’ is intuitively per-
ceived as inversely related to the rate of information transfer throughout the net-
work, here we show that ‘small-world’ engineering networks have the capacity of 
fast information transfer, which results in immediate response to signals propa-
gated from other components of the product design, or rework created by other 
tasks in a product development network (see Sect. 8.4).

In Sect. 8.2, we considered two typical network topologies: Poisson random 
networks and scale-free networks. Statistical analysis of the data reveals an asym-
metric pattern of node degree distributions related to the information flowing into 
and out of nodes (product design components or product development tasks). More 
specifically, both the degree distributions of incoming and outgoing information 
flows show a power law regime with a decaying tail. However, the degree distri-
butions related to the incoming information flows seem to exhibit a faster decay-
ing tail (much like a Poisson distribution), whereas the degree distributions related  

Table 8.3  The ‘small-world’ property of complex engineering systems

While the random graphs are not modular (low clustering coefficients), engineering networks 
exhibit the ‘small-world’ property of high degree of modularity (high clustering coefficients) and 
fast information transfer (short average path lengths between any two nodes)

Network dreal drand Creal Crand

Open-source software Linux kernel 4.66 5.87 0.14 0.001

MySQL 5.47 4.20 0.21 0.004

Forward
logic chip

s38417 electronic circuit 20.66 23.48 0.016 0.0001

s38584 electronic circuit 13.39 17.32 0.012 0.00003

Product development Vehicle 2.88 2.70 0.21 0.07

Operating software 3.70 3.45 0.33 0.02

Pharma facility 2.63 2.77 0.45 0.02

16 Story hospital facility 3.12 2.58 0.27 0.02

Technological Internet 3.31 2.86 0.39 0.001

Power grid 18.7 12.4 0.08 0.005
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to the outgoing information flows seem to be highly heterogeneous (much like a 
power law distribution (see Fig. 8.3). The noticeable asymmetry between the dis-
tributions of incoming and outgoing information flows shown by large-scale engi-
neering networks suggests that the incoming capacities of nodes (e.g. the ability 
to integrate and process information) are much more limited than their counter-
part outgoing capacities. The power law behaviour of the incoming and outgo-
ing distributions suggests that nodes play distinct roles in processing information 
flows. More specifically, it implies that the dynamics of directed engineering net-
works is dominated by a few highly connected hubs, which either consume and/

Fig. 8.3  Degree distributions of complex engineering networks. While both the incoming 
(receiving information from) and outgoing (sending information to) connections of nodes show 
a power law regime (straight-line on logarithmic scale) with a decaying tail, the incoming link 
distributions have sharp cut-offs that are substantially lower than those of the outgoing link dis-
tributions
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or generate a lot of information through network links. These are the ‘information 
bottlenecks’ of the engineering network. The functional significance of the power 
law behaviour of the incoming and outgoing distributions is intimately linked to 
two important characteristics of engineering systems: ‘ultra-robustness’ and ‘ultra-
leverage’. Ultra-robustness is the ability of an engineering network to be resilient 
and error tolerant when unexpected and negative design changes occur over time, 
while ultra-leverage is the ability to influence the performance of engineering sys-
tems (measured, for example, in terms of defects or product development time) 
by taking advantage of the ‘wild’ variability and right-skewness properties of the 
incoming and outgoing connectivity distributions. More specifically, a remarkable 
improvement in the performance of engineering systems can be achieved by focus-
ing engineering and management efforts on central ‘information-consuming’ and 
‘information-generating’ nodes. We further elaborate on these issues in Sect. 8.5.

We conclude this section by introducing two concepts that are important in 
understanding the dynamics of complex engineering systems: assortativity and 
dissortativity. Assortativity (or assortative mixing) refers to the tendency of nodes 
in a network to connect to other nodes with similar properties. Here, we focus on 
assortativity in terms of a node’s degree. That is, a network is assortative if it is 
likely that low- or high-degree nodes of the network connect to nodes with simi-
lar degree. Assortative mixing by degree is observed in networks that exhibit pos-
itive correlations between nodes of similar degree. On the other hand, a network 
is disassortative if it is likely that high-degree nodes connect to low-degree nodes. 
Disassortative mixing by degree is observed in networks that exhibit negative cor-
relations in their degree connectivity patterns. The concept of assortativity (or dis-
sortativity) in the context of directed networks (typical for engineering systems) can 
be extended by considering several mixing patterns in the network (see Fig. 8.4). 
Moreover, assortative (or disassortative) mixing can also be observed at the level of 
individual nodes. In this case, we check whether low or high in-degree nodes of the 
network also have similar out-degree, that is whether the network exhibits a positive 
correlation between the in-degree and out-degree of nodes. If the network is uncor-
related (neither assortative nor disassortative), the only relevant information for the 
structure of the network is the node degree distribution p(k) or the corresponding 
degree distributions for directed networks pin(k) and pout(k). The presence and the 
extent of mixing patterns in a network have a profound effect on the topological 
properties of the network as it affects the detailed wiring of links among nodes. It 
is also closely related to the dynamics of error and change propagation in large-
scale engineering systems as discussed in Sect. 8.4. For example, assortative mix-
ing (positive correlations) leads to complex structural properties including cycles, 
loops, and the emergence of a single connected component (referred to as the giant 
component, see Appendix) that contains most of the nodes in the network (and thus 
many cycles and loops). These structural features tend to amplify the propagation of 
design changes and errors through the engineering network. It is thus expected that 
engineering networks show negative (or no) correlations in their degree connectiv-
ity patterns. This is, indeed, empirically observed as shown in Fig. 8.4. In Sect. 8.4, 
we provide a theoretical explanation of this  empirical fact.
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8.4  Error and Change Propagation in Complex 
Engineering Networks

In this section, we present a model for the dynamics of errors, rework, or change 
propagation in complex engineering networks. Here, we outline basic results; 
a detailed account of the dynamic network model is given by Braha and Bar-
Yam (2007). Think about a scenario of designing an engineering system, which 
involves a large number of development teams (e.g. airplane, car, software). As 
shown in Fig. 8.5a, we consider a network representing development tasks car-
ried out by teams who work to resolve various open design problems. The net-
work includes N nodes taking only the values 0 (coloured red in Fig. 8.5) or 1 
(coloured blue in Fig. 8.5), representing ‘open’ or ‘resolved’ state of a particular 
task, respectively. At each time step, a node is selected at random. If the node is in 
a ‘resolved’ state (Fig. 8.5b, top), its state can be modified depending on the ‘open’ 
nodes connected to it through incoming links. These ‘open’ nodes send out change 
order information that might lead to the reopening of the ‘resolved’ task. More 
specifically, each incoming ‘open’ task causes the ‘resolved’ task to reopen its 
state with probability β (the ‘coupling coefficient’). If the node is in an ‘open’ state 
(Fig. 8.5b, bottom), its state can be modified depending on two conditions: (1) it is 
not affected by any of its incoming ‘open’ tasks (each with probability 1− β), and 

Fig. 8.4  Degree correlations in engineering networks. The reported numbers are the Pearson 
correlation coefficients for various mixing patterns in the network. Notice that for directed net-
works, several different mixing patterns can exist depending on the directionality of links. We 
also denote whether the reported correlations are statistically different from zero at the *5 %, 
**1 %, or ***0.1 % level. Overall, the results provide support for the hypothesis that complex 
engineering networks exhibit negative (or no) correlations in their degree connectivity patterns, a 
finding explained in terms of network dynamics (see Sect. 8.4)
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(2) it becomes ‘resolved’ with probability δ (the ‘recovery coefficient’). The latter 
condition captures the idea that development teams can resolve the open problems 
autonomously, regardless of the states of incoming nodes. Though not an essential 
assumption, in order to gain insight into the model, we assume that βi = β and 
δi = δ for all nodes in the network—considered as typical average values.

As the project unfolds, open tasks are resolved autonomously. Later in time 
resolved tasks might be reopened in light of influence of unresolved tasks (via 
their associated ‘open issues’) that are propagated to neighbouring tasks in the 
network, thus generating additional rework and revision. This process continues 
either until all tasks become ‘resolved’ or until the network settles into an equilib-
rium state of nonzero fraction of ‘open’ tasks. The latter outcome is an undesirable 
result from a project management perspective. To illustrate this dynamical behav-
iour, we show in Fig. 8.6a two typical simulation runs of the dynamic network 
model. The underlying network in this case is the real-world pharmaceutical prod-
uct development network, which includes 582 nodes (tasks) and 4213 links (see 
Table 8.2). The bottom graph (Fig. 8.6a, circle marker type) shows the time evolu-
tion of the percentage of open nodes, leading to a converging network where there 
are no open tasks in the network. Increasing the coupling between neighbouring 
nodes in the network leads to a different qualitative behaviour as shown in the top 

Fig. 8.5  A dynamic network model of error propagation in complex engineering networks. 
a The engineering network consists of nodes representing development tasks carried out by 
teams who work to resolve various open design problems. The teams interact with one another 
via communication links. In the diagram, blue and red nodes represent ‘resolved’ and ‘open’ 
tasks, respectively. b The stochastic rules that govern the dynamics of the system. The model 
involves two parameters, which measure the coupling strength between neighbouring nodes, β,  
and the rate by which development teams resolve open problems autonomously, δ
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graph of Fig. 8.6a (square marker type). In this case, the project spirals out of con-
trol with open problems remaining indefinitely in the network. These two different 
types of behaviours will be explained by the theory presented below. It is instruc-
tive to compare the simulation results to the dynamics of open problems observed 
in real product development projects. In Fig. 8.6b, we show the dynamics of open 
problems surveyed in a family of vehicle programmes (interior and exterior sub-
system design) at a large automotive company (Yassine et al. 2003). The similarity 
in dynamical behaviour between the model and real-world data is appealing.

The dynamic network model can represent a variety of real engineering sys-
tems. An example is the propagation of failures in complex engineered systems 
such as power grids, communication systems, computer networks, or mechanical 
structures. In this case, the state of a node (e.g. a power substation) could repre-
sent its maximum working capacity. When a node in the network fails, it trans-
fers its load to neighbouring nodes in the network. Those neighbouring nodes then 
become overloaded and transfer their load to other nodes, triggering cascading 
failures throughout the system.

Next, we address the following key question: given the coupling strength 
between neighbouring nodes β, the recovery coefficient of self-directed problem 
solving δ, the initial number of ‘open’ tasks, and the underlying network structure, 
how will the fraction of ‘open’ tasks develop with time? and crucially will the 
system converge to the globally resolved state, where the fraction of ‘open’ tasks 
becomes zero? or perhaps, over the long run, will there always be a fraction of 
‘open’ nodes and open problems present in the network? Remarkably, it is shown 
that the structural properties of the underlying network provide key information 

Fig. 8.6  The percentage of open problems in simulated and real product development systems. a 
A typical simulation run of the dynamic network model on a real-world pharmaceutical product 
development network (see Table 8.2) with 582 nodes (tasks). The average number of incoming 
arcs connected to a node is 7.08. The bottom graph (circle marker type) shows the time evolution 
of the percentage of open nodes when the coupling and recovery coefficients are β = 0.065 and 
δ = 0.5, respectively. In this case, the simulation run converges to the fully resolved state where 
there are no open tasks in the project. The top graph (square marker type) shows the time evolu-
tion when the coupling and recovery coefficients are β = 0.09 and δ = 0.5, respectively. In this 
case, the increase in coupling between neighbouring nodes (from β = 0.065 to β = 0.09) leads to 
a project that spirals out of control with open problems remaining indefinitely in the project net-
work. Both of these outcomes can be predicted by our theory. b The dynamics of open problems 
observed in a family of vehicle programmes based on real-world data collected at a large auto-
motive company (Yassine et al. 2003)
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about the characteristics of error and defect dynamics. Here, we represent network 
structure by considering the various correlations in the degree connectivity pat-
terns of the network as shown in Fig. 8.4.

We begin our analysis by investigating the effect of an Erdős–Rényi random 
network (see Sect. 8.2) on the dynamics of error propagation. For a random net-
work, the degree correlations corresponding to the mixing patterns shown in 
Fig. 8.4 are absent. Although real engineering networks are different from random 
networks, the analysis of this special case will be useful for understanding the 
dynamics of error propagation on general networks. The main result is summa-
rized in Fig. 8.7a. The long-term behaviour of the system is determined by whether 
δ ≥ β�k� or δ < β〈k〉, regardless of the initial number of ‘open’ tasks. In the for-
mer case, the project converges to the globally resolved state, where the fraction of 
‘open’ tasks becomes zero; otherwise, the project spirals out of control with per-
sistent ‘open’ tasks in the network. We thus have a threshold phenomenon. This 
threshold behaviour is further illustrated by the phase diagram shown in Fig. 8.7b. 
The phase diagram shows the conditions at which distinct phases can occur at 
equilibrium. Here, the x-axis shows the coupling strength between neighbour-
ing nodes β, and the y-axis shows the recovery coefficient of self-directed prob-
lem solving δ. The two phases in the diagram are separated by the line δ = β�k�.  
So, imagine a project corresponding to point 1 in Fig. 8.7b. The conditions 
 specified by point 1 imply that the project will converge to the globally resolved 
state. Increasing the coupling between tasks (point 2 in Fig. 8.7b) will still lead 
to project convergence, though the time to complete the project may be longer. 

Fig. 8.7  The dynamics of error propagation on Erdős–Rényi random networks. a The long-term 
dynamics of the network is determined by a threshold that depends on the coupling coefficient, 
recovery coefficient, and the average connectivity in the network. b and c Demonstrating the 
threshold behaviour by using phase diagrams, which show the conditions at which the two distinct 
phases can occur at equilibrium
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Increasing the average connectivity 〈k〉 of the network will increase the slope of 
the line that separates the two phases in the diagram (Fig. 8.7c). In this case, start-
ing at point 1 (corresponding to a convergent project) and increasing the coupling 
between tasks may lead to a project that spirals out of control (point 2). Thus, for a 
given β and δ, adding more links (and thus more complexity) to a project network 
can hinder the project’s convergence.

We next analyse the dynamics of error propagation for correlated networks 
(for which the random network is a special case). In general, it can be shown 
(Braha and Bar-Yam 2007) that the dynamics is determined by the degree cor-
relations corresponding to the various mixing patterns in the directed engineer-
ing network (top row in Fig. 8.4). In this chapter, however, we focus on a special 
class of correlated networks where the only relevant information is related to 
the correlation between the in-degree and out-degree of individual nodes (the 
fan-in/fan-out mixing pattern in Fig. 8.4). This approximation is fully justi-
fied in engineering systems where the observed correlations between neighbour-
ing nodes are very small, as shown in Fig. 8.4. The main result is summarized in 
Fig. 8.8a. The long-term behaviour of the system is now determined by whether 
δ ≥ β

�kinkout�
�k�

 or δ < β
〈kinkout〉

〈k〉
, regardless of the initial number of ‘open’ tasks. 

We thus have a threshold phenomenon, which is further illustrated by the phase 
diagram shown in Fig. 8.8b. The two phases in the diagram are now sepa-
rated by the line δ = β

�kinkout�
�k�

. This critical line can be interpreted as follows. 
Using the fact that the covariance between the in- and out-degree of a node is 
cov(kin,kout) = �kinkout� − �k�2 , the critical line can also be written as follows:

We thus see that the critical line is shifted by the amount of correlation (essen-
tially related to covariance) between kin and kout in the network—an example of a 
network effect. If kin and kout are positively correlated (i.e. the network is assorta-
tive), the critical line is shifted upward relative to the critical line correspond-
ing to an uncorrelated random network, δ = β�k�. This upward shift has negative 
effect on projects; it shrinks the region corresponding to a convergent project 
(see Fig. 8.8b), thereby reducing the number of available degrees of freedom and 
increasing the likelihood that the project spirals out of control. To illustrate, con-
sider the convergent project corresponding to point 1 in Fig. 8.8b. Increasing the 
coupling between tasks (perhaps due to product redesign), even slightly, may lead to 
a project that spirals out of control (point 2). We note that for uncorrelated random  
networks, �kinkout� = �kin��kout� = �k�2, or equivalently cov(kin,kout) = 0 . Plugging 
into Eq. 8.2 gives the critical threshold for Erdős–Rényi random networks δ = β�k�.  
The critical line in Fig. 8.8b can also be interpreted in the following way:

(8.2)δ = β
�kinkout�

�k�
= β

(

�k� +
cov(kin,kout)

�k�

)

= β�k� + ′′correlations′′

(8.3)δ = β
�kinkout�

�k�
= β

�kinkout�

�k�2
�k� = β ′�k�
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where β ′ = β
�kinkout�

�k�2
 is the ‘effective coupling’. Thus, we see that the correlated 

network has the same effect as a random network with average degree 〈k〉, recov-
ery coefficient δ, and effective coupling β′. If kin and kout are positively  correlated, 
〈kinkout〉 > 〈k〉2 and β′ > β. In other words, the faster propagation of errors 
 resulting from positive correlations in the network is equivalent to increasing the 
effective level of coupling and dependency between nodes in the associated ran-
dom network.

The above analysis provides an explanation for the empirical results reported in 
Fig. 8.4. There, it was shown that complex engineering networks tend to be uncor-
related or disassortative; that is, complex engineering networks exhibit no (or neg-
ative) correlations in their degree connectivity patterns. In the light of our model, 
a negative (or no) correlation between kin and kout has the effect of shifting the 

Fig. 8.8  The dynamics of error propagation on correlated networks. Here, we assume that the 
correlations between neighbouring nodes are very small, and the only relevant correlation is the 
one between the in-degree and out-degree of individual nodes. a The long-term dynamics of the 
network is determined by a threshold that depends on the coupling coefficient, recovery coef-
ficient, and the in–out correlation in the network. b The two phases in the diagram are sepa-
rated by a critical line, which is shifted upward—by the amount of positive correlation in the 
network—relative to the critical line δ = β�k� corresponding to an uncorrelated random network
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critical line downward relative to the critical line corresponding to an uncorrelated 
random network. This will increase the number of available degrees of freedom 
and decrease the likelihood that the project spirals out of control.

In summary, we presented a model of error dynamics and change propagation 
in complex engineering networks and most importantly have demonstrated the 
deep relationship between the structure of networks and the resulting dynamics. 
We next apply the model to study two key properties of complex engineering net-
works: robustness and sensitivity.

8.5  Robustness and Leverage of Complex Engineering 
Networks

In this section, we discuss the functional role of the right skewness and ‘wild’ vari-
ability characteristics of the connectivity distributions observed in complex engineer-
ing systems (see Fig. 8.3). The first functional property—robustness—is the ability 
of a network to maintain its performance despite extreme, often unanticipated, events 
that affect the individual nodes in the network. The second functional property—
leverage—is the ability to improve remarkably the performance of the network by 
preferentially allocating engineering resources to certain parts of the network. This is 
often achieved by prioritizing the efforts towards the highly connected nodes in the 
network (hubs). We demonstrate these two functional properties by simulating the 
dynamic network model presented in Sect. 8.5 on real-world engineering networks.

8.5.1  Robustness and Vulnerability

We illustrate the concept of robustness in the context of product development 
networks. We measure the performance of the network in terms of the time it takes 
for the project to converge to the globally resolved state, where the fraction of 
‘open’ tasks becomes zero [assuming the conditions for convergence are satisfied 
(see Sect. 8.5)]. We start with a ‘normally running’ project network where βi = β 
and δi = δ for all nodes. To emulate extreme events that could occur over time, we 
select a fraction of nodes in the network and impair their characteristic parameters 
so that βnew

i > β or δnewi < δ. The former modification reflects, for example, 
changes in product design that lead to increased dependence between tasks in the 
project network. The latter case reflects, for example, changes in project resources 
that lead to development tasks that require longer autonomous development 
times. We consider several rules of selecting the nodes that will be impaired in the 
network. The first rule is to select the nodes randomly, regardless of their structural 
position in the network. We can also prioritize the nodes according to some rule 
that takes into account their structural position in the network. Here, we consider 
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four priority rules: Fan-in, select tasks in decreasing order of their in-degrees; 
Fan-out, select tasks in decreasing order of their out-degrees; Sum, select tasks 
in decreasing order of their total degree (sum of in- and out-degrees); Product, 
select tasks in decreasing order of the product of their in-degree and out-degrees. 
Starting with a ‘normally running’ project network and impairing a percentage 
of nodes in the network will clearly impair the performance of the network (in 
our case, prolonging the duration of the project). The question that we ask here 
is whether or not the above rules affect the network performance to the same 
extent. Remarkably, as shown in Fig. 8.9, we find that the network performance 
is extremely robust if nodes are impaired in a random order; that is, the duration 
of the project goes up very slowly as increasingly more nodes of the network 
are impaired. However, a completely different behaviour is observed if nodes 
are impaired according to the above priority rules. As increasingly more nodes 
of the network are impaired, the duration of the project is increased rapidly and 
dramatically, becoming about twice longer as its original value even if only 6 % 
of the tasks are impaired (see Fig. 8.9). Thus, the network performance becomes 
highly sensitive to changes targeted at highly connected nodes. These findings 
apply to all of the engineering systems included in Table 8.2. We can sum up these 
observations as follows. The dynamics of engineering systems is ultra-robust and 
error tolerant when negative design changes occur at randomly selected nodes, yet 
highly vulnerable and fragile when unwanted changes are targeted at highly central 
nodes.

Fig. 8.9  Robustness and vulnerability of complex engineering systems. We compare the five pri-
ority rules: Random (+), Fan-in (magenta solid line), Fan-out (green dash-dot line), Sum (blue 
dashed line), and Product (red dotted line). The figure presents the network performance (project 
duration) versus the fraction of impaired tasks in the network for which their coupling coefficients 
are modified. For the non-random priority rules, each data point is the average of 1000 realiza-
tions. For the Random rule, each point is the average of 30 different task selections, performed 
for 100 independent runs. The model parameters, before and after the change, are as follows:  
software: δ = 0.75, β = 0.05, βnew = 0.1; pharmaceutical: δ = 0.75, β = 0.05, βnew = 0.1
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8.5.2  Leverage and Control

The robustness characteristics deal mostly with unexpected adverse changes that 
could occur in the network. The dual concept of leverage deals with deliberate 
network changes that aim at improving and controlling the performance of the 
engineering network. More specifically, the sensitivity of the network to changes 
directed at highly connected nodes can be utilized by designers to influence the 
performance of the network. The structure of our analysis is similar to that of the 
previous section; the only difference is that now we select a fraction of nodes in 
the network and improve (rather than impair) their characteristic parameters so 
that βnew

i < β or δnewi > δ. The former modification reflects, for example, changes 
in product design that lead to modular architectures and reduced dependence 
between tasks in the project network. The latter case reflects, for example, 
allocation of additional project resources that lead to development tasks that 
require shorter development times. The results are presented in Fig. 8.10. When 
nodes in the network are selected in a random order, we find that the performance 
is improved very slowly; that is, the duration of the project goes down gradually 
as more nodes of the network are increasingly modified. However, a drastically 
different behaviour is observed when tasks are selected based on a preferential 
policy that takes into account their connectivity in the network (i.e. Fan-in, Fan-
out, Sum, or Product). In this case, as increasingly more nodes of the network 

Fig. 8.10  Leverage and control of complex engineering systems. We compare the five priority 
rules: Random (+), Fan-in (magenta solid line), Fan-out (green dash-dot line), Sum (blue dashed 
line), and Product (red dotted line). The figure presents the network performance (project duration) 
versus the fraction of improved tasks in the network for which their coupling coefficients are 
modified. For the non-random priority rules, each data point is the average of 1000 realizations. 
For the Random rule, each point is the average of 30 different task selections, performed for 100 
independent runs. The model parameters, before and after the change, are as follows: software: 
δ = 0.75, β = 0.1, βnew = 0.05; Pharmaceutical: δ = 0.75, β = 0.1, βnew = 0.05
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are improved, the duration of the project is decreased rapidly and dramatically, 
becoming about twice shorter as its original value even if only 6 % of the tasks 
are impaired (see Fig. 8.10). This remarkable behaviour is observed in all of the 
engineering systems included in Table 8.2.

In sum, the heavy-tailed degree distributions and the characteristic feature of 
‘hubs’ (highly connected nodes) offer a strategy for exploiting complex engineer-
ing networks—a remarkable improvement in the performance of engineering sys-
tems can be achieved by focusing engineering and management efforts on central 
nodes in the network. Simultaneously, the long right tail of the degree distribu-
tions also leads to robustness under the circumstances that unanticipated negative 
changes affect nodes in a random fashion. On the one hand, the long right tail also 
makes the network more fragile and vulnerable to unanticipated negative changes 
that occur at highly connected nodes, a condition that could lead to failure and 
spiralling out of control. This ‘no free lunch’ principle lies at the heart of complex 
engineering networks.

8.6  Summary

Large-scale engineering systems often involve hundreds or thousands of designers 
that self-organize to develop, tweak, and tinker architectural designs, which are 
locally optimized to be integrated in the larger system. The remarkable thing is 
that this tinkering process leads to large-scale universal patterns and system prop-
erties that were not written in the initial specification sheet or anticipated from 
the outset. Here, we analysed a wide variety of large-scale engineering systems—
including open-source software, electronic circuits, product development, power 
grids, and the Internet. These systems share common structural properties of net-
works such as sparseness, heavy-tailed degree distributions, high clustering coef-
ficients, short average path lengths between any two nodes, and negative (or no) 
correlations in their degree connectivity patterns (disassortative mixing by degree).

We presented and analysed a model for the dynamics of errors, rework, or 
change propagation in complex engineering networks. The model is based on the 
idea that non-trivial, large-scale behaviour can be produced by simple processes 
involving interactions between the nodes in the network. The key result of 
our model is that the network structure provides direct information about the 
characteristics of error dynamics. For example, in the context of product design and 
development, the dynamics is characterized by a phase transition from convergence 
to the globally resolved state, where the fraction of ‘open’ tasks becomes zero, to 
the state where the project spirals out of control with persistent ‘open’ tasks in the 
network. The threshold separating the two phases was found to be closely related to 
the extent of degree correlations in the network; in particular, positively correlated 
networks tend to impede the convergence of the product development process. The 
heavy-tailed degree distributions and the existence of hubs affect the functionality 
of engineering networks in intricate ways. First, the dynamic behaviour of complex 
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engineering networks is highly robust to uncontrolled changes occurring at random 
nodes, yet vulnerable to changes that are targeted at central nodes. At the same 
time, changes that are directed at highly connected nodes can significantly boost the 
performance and efficiency of the network.

The emerging discipline of complex networks research offers a new and poten-
tially powerful perspective on managing large-scale engineering systems. By map-
ping the information flows underlying large-scale systems, supported by network 
visualization tools, engineers could gain better understanding on the relationships 
between structure and dynamics. We anticipate that the theoretical and practical 
insights gained by modelling large-scale engineering systems as self-organizing 
complex networks will turn out to be highly relevant to the science of design.

Appendix: Measuring Complex Networks

Complex networks can be defined formally in terms of a graph G = (V ,E), which is 
a set of nodes V = {1,2, . . . ,N}  and a set of lines E = {e1,e2, . . . ,eL}  between pairs 
of nodes. If the line between two nodes is non-directional, then the network is called 
undirected; otherwise, the network is called directed. A network is usually represented 
by a diagram, where the nodes are drawn as points, undirected lines are drawn as 
edges, and directed lines are drawn as arcs connecting the corresponding two nodes. 
Several properties have been used to characterize ‘real-world’ complex networks:

Density: The density D of a network is defined as the ratio between the number of 
edges (arcs) L to the number of possible edges (arcs) in the network:

Characteristic Path Length: The average distance (geodesic) d(i,j)  between two 
nodes i and j is defined as the number of edges along the shortest path connect-
ing them. The characteristic path length d is the average distance between any two 
vertices:

Clustering Coefficient: The clustering coefficient measures the tendency of nodes 
to be locally interconnected or to cluster in dense modules. Let node i be connected 
to ki neighbours. The total number of edges between these neighbours is at most 
ki(ki − 1)/2. If the actual number of edges between these ki neighbours is ni, then 
the clustering coefficient Ci of a node i is the ratio:

(8.4)

D =
2L

N(N − 1)
(undirected networks)D =

L

N(N − 1)
(directed networks)

(8.5)d =
1

N(N − 1)

∑

i �=j

d(i,j)

(8.6)Ci =
2ni

ki(ki − 1)
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The clustering coefficient of the graph, which is a measure of the network’s 
potential modularity, is the average over all nodes:

Degree Centrality: The degree of a vertex, denoted by ki, is the number of nodes 
adjacent to it. The mean node degree (the first moment of the degree distribution) 
is the average degree of the nodes in the network:

If the network is directed, a distinction is made between the in-degree of a node 
and its out-degree. The in-degree of a node, kin(i), is the number of nodes that are 
adjacent to i. The out-degree of a node, kout(i), is the number of nodes adjacent  
from i. For directed networks, �kin� = �kout� = �k�. Other node centrality indices were  
established, including closeness centrality, betweenness centrality, and eigenvector 
centrality (Braha and Bar-Yam 2004a).

Degree Distribution: The node degree distribution p(k) is the probability that a 
node has k edges. The corresponding degree distributions for directed networks are 
pin(k) and pout(k).

Connected Components: A weakly (strongly) connected component is a set of 
nodes in which there exists an undirected (directed) path from any node to any 
other. The single connected component that contains most of the nodes in the net-
work (and thus many cycles) is referred to as the giant component. For a certain 
class of networks in which degrees of nearest neighbour nodes are not correlated, 
the critical threshold for the giant component is found by the following criteria:

where 〈k2〉 and 〈kinkout〉 are the second moment and joint moment of the in- and out-
degree distributions, respectively. We notice that, for undirected networks, higher 
variability of the degree distribution leads to a giant component. For directed net-
works, higher correlation between the in-degree and out-degree of nodes leads to a 
giant component, and this could lead to significant number of network cycles and 
further degradation and instability of the system as shown in Fig. 8.8.
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